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About me

● Samuel Henrique <samueloph>
● Debian Developer since 2018

– Contributes on personal time, as a volunteer (not during 
work hours)

● Member of the Security Tools Packaging Team
● Maintains curl, rsync, shellcheck...
● Mentorship for newcomers learning packaging
● Senior System Development Engineer for Amazon Linux, 

Security Team
● Debian/Linux, Python, Rust, Bash, Security
● linkedin.com/in/samueloph
● samueloph.dev

http://linkedin.com/in/samueloph/
https://samueloph.dev/
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Summary

● CVEs
● The Debian Support
● CVE Analysis
● Fixing CVEs
● Distributing Fixes
● Investigating It Yourself
● Common Mistakes
● Good Practices
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Areas of Security

● Infrastructure
● Governance
● Package Ingestion
● Package Building
● Package Distribution
● Incident Response
● Vulnerabilities in Debian packages
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Common Vulnerabilities and Exposures (CVE)

● Created in 1999 by MITRE, sponsored by the US government
– cve.org

● Universal ID - CVE-YYYY-NNNN, e.g.: CVE-2023-4911
– cve.org/CVERecord?id=CVE-2023-4911

● Coordination of announcements of security vulnerabilities with a public database
● Any person can report/request a CVE ID

– cve.org/ReportRequest/ReportRequestForNonCNAs
● CVEs are enriched by other organizations through republishing

– NVD, by NIST – Severity and Score
● nvd.nist.gov/vuln/detail/CVE-2023-4911

– Amazon, Debian, Ubuntu, Redhat, SUSE...
● security-tracker.debian.org/tracker/CVE-2023-4911
● explore.alas.aws.amazon.com/CVE-2023-4911.html

● Common Weakness Enumeration – CWE
– cwe.mitre.org - cwe.mitre.org/top25/archive/2024/2024_cwe_top25.html

http://cve.org/
http://cve.org/CVERecord?id=CVE-2023-4911
https://www.cve.org/ReportRequest/ReportRequestForNonCNAs
https://nvd.nist.gov/vuln/detail/CVE-2023-4911
https://security-tracker.debian.org/tracker/CVE-2023-4911
https://explore.alas.aws.amazon.com/CVE-2023-4911.html
http://cwe.mitre.org/
https://cwe.mitre.org/top25/archive/2024/2024_cwe_top25.html
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CVE Alternatives

● Github – GHSA: github.com/advisories/GHSA-m77w-6vjw-wh2f
● Distributed Weakness Filing (DWF) – Inactive
● RustSec Advisory Database - RUSTSEC-YYYY-NNNN

– rustsec.org
● Go Vulnerability Database – GO-YYYY-NNNN

– pkg.go.dev/vuln
● Geopolitical Entities

– Japan
– China
– Russia
– Europe - CERT-EU

https://github.com/advisories/GHSA-m77w-6vjw-wh2f
https://rustsec.org/
https://pkg.go.dev/vuln/
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The Debian Support

● 3 years by the Debian Security Team
● +2 years by the LTS Team
● +5 years by the ELTS Team

– Support provided by the Freexian company

– Requires usage of external repository

– Sponsored by Freexian’s customers, but available for free 
to everyone

● 10 years of support in total
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https://wiki.debian.org/LTS/Extended
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CVE Analysis

● Investigation
– Does it affect the version we distribute?
– Does if affect the architecture we support?
– Is it mitigated by a build flag?

● 40274 CVEs published in 2024
● Constant analysis work

– security-tracker git repo
● Analysis available in the security-tracker

– security-tracker.debian.org/
– Shows affected versions
– Shows fixed versions
– ELTS: deb.freexian.com/extended-lts/tracker/

● Embargo – Confidential CVEs with a future publishing date

https://salsa.debian.org/security-tracker-team/security-tracker/
https://security-tracker.debian.org/
https://deb.freexian.com/extended-lts/tracker/
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https://security-tracker.debian.org/tracker/source-package/curl 
(part 1)

https://security-tracker.debian.org/tracker/source-package/curl
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https://security-tracker.debian.org/tracker/source-package/curl 
(part 2)

https://security-tracker.debian.org/tracker/source-package/curl
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Upstream Fixes vs. Debian Fixes

● Upstream pushes a fix in version 5.0
● Debian ships versions 3.0 in Debian OldStable and 4.0 in 

Debian Stable
● Updating to 5.0 is out of scope for Debian Stable

– Update to 5.0 requires configuration changes and user’s 
validation/testing

● Debian backports the fix from version 5.0 to the 
previous versions

– Fixed version with backported patch
● 4.0-2+deb12u1
● 3.0-2+deb11u1
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Advisories

● Debian Security Advisory - DSA
● Debian LTS Security Advisory - DLA
● Debian ELTS Security Advisory - ELA
● Where is the fix shipped

– DSA, DLA, ELA: security repository

– No advisory: proposed-updates and point-releases 
(ex.: Debian 12.7)

● www.debian.org/security/

https://www.debian.org/security/
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DSA 5843-1 (part 1)
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DSA 5843-1 (part 2)
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Debian Experimental, Unstable and Testing
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Debian Stable and OldStable



2025-07-15 The Security of Debian - samueloph 18/30

Reasons to not fix a CVE

● Risk Analysis
● Prioritization – Anybody can contribute
● Not a real security vulnerability
● Examples

– Minimal impact, e.g.:  crash

– Fix is too complex and risks introducing other problems

– Fix is removing a feature

● Vulnerabilities that are in the source code but not in 
the resulting binary 
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https://security-tracker.debian.org/tracker/CVE-2024-9681 (part 1)

https://security-tracker.debian.org/tracker/CVE-2024-9681
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https://security-tracker.debian.org/tracker/CVE-2024-9681 (part 2)

https://security-tracker.debian.org/tracker/CVE-2024-9681
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https://security-tracker.debian.org/tracker/CVE-2024-9681 (part 3)

https://security-tracker.debian.org/tracker/CVE-2024-9681
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Signal-to-Noise ratio (in 2024)

● 40274 CVEs released
● 255 DSAs for Stable

– 2046 CVEs fixed – 5%
● 307 DLAs for OldStable

– 2838 CVEs fixed – 7%
● 149 CVEs added to CISA’s Known Exploited Vulnerabilities 

Catalog (KEV) - ~0.4%
– 93 without relationship to Debian (e.g.: Windows), leaving 

56 CVEs left - ~0.01%
– CVEs outside of KEV are NOT noise, but this ratio is an 

important indicator
● 40274 CVEs -> 2046 DSA CVEs -> 56 relevant KEV
● github.com/samueloph/generate_cve_stats_debian_2024

https://www.github.com/samueloph/generate_cve_stats_debian_2024
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Investigate It Yourself

● Start with the Security Tracker
● nvd.nist.gov for extra references
● Serious CVEs

– Rapidly notified in tech news

– Tend to have its own name, and even a logo

– Were likely part of an embargo and Debian was involved

● Consider mitigating factors
● Be critical of the CVE description

https://nvd.nist.gov/
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https://nvd.nist.gov/vuln/detail/CVE-2024-2955
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https://nvd.nist.gov/vuln/detail/CVE-2024-40725
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Good Practices

● Know your distributions’s security development practices
● Update frequently
● Reboot (if needed)
● Take extra care with unofficial packages
● Unused packages and services increase your risk exposure

unofficial
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tl;dr: "too long; didn't read"

● Security Tracker is the canonical source for 
vulnerability information:

– security-tracker.debian.org/tracker/

● Affected package != Affected system
● A lot of CVEs are just noise
● Important fixes have an advisory and come through the 

security repository
● Be wary of derivative distributions

https://security-tracker.debian.org/tracker/
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Questions?

● I’ll be here during the whole conference, feel free to 
reach out.



2025-07-15 The Security of Debian - samueloph 29/30

Muito obrigado!

The Security of Debian

An Introdution for Advanced Users

DebConf 25

Brest, France

Slides avialable at samueloph.dev/slides

https://samueloph.dev/slides
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https://en.wikipedia.org/wiki/Risk_matrix
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